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iv.

vi.

vil.

The Respondent has designed and implemented writien policies and
procedures outlining its sanctions compliance plan. These policics and
procedures are relevant to the organization, capture Respondent’s day-to-
day operations and procedures, are easy 1o follow, and designed to prevent
employees from engaging in misconduct.

The organization has implemented internal controls that adequately
address the results of its OFAC risk assessment and profile. These
internal controls should enable Respondent to clearly and effectively
identify, interdict, escalate, and report to appropriate personne] within the
organization transactions and activity that may be prohibited by OFAC.
To the extent information technology solutions factor into Respondent’s
internal controls, Respondent has selected and calibrated the solutions in a
manner that is appropriate to address Respondent’s risk profile and
compliance needs, and Respondent routinely tests the solutions to ensure
cffectiveness,

Respondent commits to enforcing the policies and procedures it
implements as part of its sanctions compliance internal controls through
internal or external audits.

Respondent commits 1o ensuring that its OFAC-related recordkeeping
policies and procedures adequately account for its requirements pursuant
to the sanctions programs administered by OFAC.

Respondent commits to ensuring that, vpon learning of a weakness in its
iniernal controls pertaining to sanctions compliance, it will take immediate
and effective action, to the extent possible, to identify and implement
compensating controls until the root cause of the weakness can be
determined and remediated.

Respondent has clearly communicated the sanctions compliance plan’s
policies and procedures to all relevant staff, including personnel within the
sanctions compliance function, as well as relevant gatekeepers and
business units operating in high-risk arcas (¢.g., customer acquisition,
payments, sales, ctc.) and 1o external parties performing sanctions
compliance responsibilitics on behalf of Respondent.

Respondent has appointed personne] 10 integrate the sanction compliance
program’s policies and procedures inio Respondent’s daily operations.
This process includes consultations with relevant business units, and
confirms that Respondent’s employees understand the policies and
procedures.
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d. Testing and Audit:

iii.

The Respondent commits to ensuring that the testing or audit function is
accountable 1o senior management, is independent of the audited activities
and functions, and has sufficient authority, skills, expertise, resources, and
authority within the organization.

Respondent commits to ensuring that it employs testing or audit
procedures appropriate to the level and sophistication of its sanctions
compliance program and that this function, whether deployed intemnally or
by an external party, reflects a comprehensive and objective assessment of
Respondent’s OFAC-related risk assessment and internal controls,

Respondent commits to ensuring that, upon learning of a confirmed
negative testing result or audit finding pertaining to its sanctions
compliance program, it will take immediate and efTective action, to the
extent possible, to identify and implement compensating controls until the
rool cause of the weakness can be determined and remediated.

¢. Training:

Respondent commits 10 ensuring that its OFAC-related training program
provides adequate information and instruction to employees and, as
appropriate, stakeholders (for cxample, clients, suppliers, business
partners, and counterparties) in order to support Respondent’s sanctions
compliance efTorts.

Respondent commits o providing OFAC-relaied training with a scope that
is appropriate for the products and services it offers; the customers,
clients, and partner relationships it maintains; and the geographic regions
in which it operates,

Respendent commits to providing OFAC-related training with a frequency
that is appropriate based on its OFAC risk assessment and risk profile and,
at a minimum, at least once a year to all relevant employees.

Respondent commits to ensuring that, upon learning of a confirmed
negative testing result or audit finding, or other deficiency periaining to its
sanctions compliance program, it will take immediate and effective action
to provide training to relevant personnel.

The Respondent’s training program includes easily accessible resources
and materials that are available to all applicable personnel.

f. Annual Certification:
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i. On an annual basis, for a period of five years, starting from 180 days afier
the date the Agreement is executed, a senior-level executive or manager of
Respondent will submit a certification confirming that Respondent has
implemented and continued 10 maintain the sanctions compliance
measures as commitied above.

D. Should OFAC determine, in the reasonable exercise of its discretion, that Respondent
appears o have materially breached its obligations or made any material
misrepresentations under Subparagraph C (Compliance Commiiments) above, OFAC
shall provide written notice to Respondent of the alleged breach or misrepresentations
and provide Respondent with 30 days from the dale of Respondent’s receipt of such
notice, or longer as determined by OFAC, to determine that no material breach or
misrepresentations has occurred or that any breach or misrepresentation has been
cured.

E. Inthe cvent OFAC determines that a material breach of, or misrepresentation in, this
Agpreement has occurred due 10 a failure 1o perform the Compliance Commitments,
OFAC will provide notice 1o Respondent of its determination and whether OFAC is
re-opening its investigation. The statute of limitations applying to the Apparent
Violations shall be decmed tolled until a date 180 days following Respondent’s
receipt of notice of OFAC’s determination that a breach of, or misrepresentation in,
this Agreement has occurred.

F. Should the Respondent engage in any violations of the sanctions laws and regulations
administered by OF AC—including those that are cither apparent or alleged—OFAC
may consider Respondent’s sanctions history, or its failure to employ an adequate
sanctions compliance program or appropriate remedial measures, associated with this
Agreement as a potential aggravating factor consistent with the Economic Sanctions
Enforcement Guidelines, 31 C.F.R. part 501, Appendix A.

29.  This agreement does not constitute a final agency determination that a violation
has occurred, and shall not in any way be construed as an admission by Respondent that
Respondent engaged in the Apparent Violations.

30,  This Agreement has no bearing on any past, present, or future OFAC actions,
including the imposition of civil monctary penalties, with respect to any activities by Respondent
other than those set forth in the Apparent Violations,

31.  OFAC may, in its sole discretion, post on OFAC’s websile this entire Agreement
and/or issue a public statement about the factors of this Agreement, including the identity of any
entities involved, the scttlement amount, and a brief description of the Apparent Violations.

32.  This Agreement consists of 11 pages, and expresses the compleic understanding
of OFAC and Respondent regarding resolution of OFAC’s enforcement matier involving the



COMPL-2015-212138
British Arab Commercial Bank plc

Apparent Violations. No other agreements, oral or written, exist between OFAC and Respondent
reparding resolution of this matter.

33.  This Agreement shall inure to the benefit of and be binding on each party, as well
as ils respective successors or assigns.
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Respondent accepts the terms of this Settlement Agreement th
2019,

/]

Signature

Susannah L. Aliker
BACB Chief Executive

Robert D. Luskin
Kwame J. Manley
PAUL HASTINGS LLP
Counsel to BACB

0 Piease check this box if you have not enclosed payment with this Agreement and will
instcad be paying or have paid by electronic funds transfer (see paragraph 2(A)ii) and
the Electronic Funds Transfer Instructions enclosed with this Agreement).

- LLM‘LM@A%

Andrea M. Gacki
Director
Office of Foreign Assets Control




